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Abstract. The ultimate objective of a verifying compiler is to prove that pro-
posed code implements a full behavioral specification. Experience reveals this
to be especially difficult for programs that involve pointers or references and
linked data structures. In some situations, pointers are unavoidable; in some
others, verification can be simplified through suitable abstractions. Regard-
less, a verifying compiler should be able to handle both cases, preferably us-
ing the same set of rules. To illustrate how this can be done, we examine two
approaches to full verification. One replaces language-supplied indirection
with software components whose specifications abstract pointers and pointer-
manipulation operations. Another approach uses abstract specifications to en-
capsulate linked data structures that pointers and references are often used to
implement, thereby limiting verification complications to inside the imple-
mentations of these components. Both approaches are applied to a sample
program previously attacked using lightweight formal methods, focusing on
problem-independent pointer properties, such as the absence of null refer-
ences or cycles. The result is a basis for a compiler capable of full verifica-
tion.

1 Introduction

There are at least two fundamental problems in developing a verifying compiler that is
scalable. One of these is modularity. There is near universal agreement that to be scal-
able, the verification system must be modular, i.e., it must be possible for the verifying
compiler to take just the specifications of components used by a piece of code and to es-
tablish that the purported implementation is correct with respect to its own specification.
We take the requirement for modularity as given.

The other problem concerns the complexity of the assertions that are involved in the
verification process. A variety of techniques have been explored in the literature to miti-
gate this. Most recent work involves “lightweight” formal methods, meaning a focus on
specification-independent or easy-to-state ad hoc properties of an implementation. For
example, such a system may be used to establish the absence of null dereferences [20] or



to demonstrate the absence of cycles in a pointer-based data structure [7]. Lightweight
methods offer two benefits: they relieve programmers from the need to write full behav-
ioral specifications and internal assertions such as loop invariants, and they show that
progress toward the goal of full verification can be incremental.

While the lightweight approach is necessary and useful in the immediate term, verifiers
ultimately need to become “heavyweight”: to get beyond the point of showing merely that
blatant error conditions do not exist, and to establish that programs actually achieve a full
specification of desired behavior. A verifying compiler eventually must be able to deal
with non-trivial assertions such as those needed to prove correctness of implementations
that use pointers and references. For example, the sample code used to illustrate the
lightweight methods of [7] is claimed to splice (interleave) two chains of nodes that look
like linked lists; it should be possible both to state and to prove that it does. Several re-
search efforts are focusing their attention on pointer verification problems like this, some
by extending prior research in lightweight methods and others by focusing on more gen-
eral verification [7][30].

This paper makes two contributions that fall in the latter category. First, we illustrate
how previous results on modular reasoning about software components with full behav-
ioral specifications can be extended to formal verification of programs that use indirec-
tion. We do this by showing how pointer-like behavior can be captured using a formally
specified component interface with explicit operations to manipulate pointer-like vari-
ables. This approach allows the verifier to use the same set of proof rules [13][28] every-
where, whether or not pointers are involved. The complications associated with indirec-
tion arise only from the specifications of these particular components. Hence, they occur
only where the required behavior of the program to be verified relies on the need for indi-
rection, rather than permeating all proofs of correctness. The impact of this approach on
verification is illustrated with a list-splicing example.

Regardless of the approach used for verification of pointer-like behavior, specifications
and proofs turn out to be inherently complex compared to those not involving indirection
[31]. So, in the second contribution of the paper, we illustrate that the list-splicing opera-
tion can be more easily specified and verified using an explicit list abstraction rather than
directly manipulating the underlying pointer-based data structure. This approach simpli-
fies not only specification and reasoning about the splicing code, but also the verification
of other list operations, like the splice operation we use in our example, that otherwise
would involve bare-handed manipulations of the underlying pointer-based data structures.

Our approach, being modular, includes a separate step—not part of this paper—
showing that the list abstraction implemented using pointers is correct. While this proof is
quite complex, the validity of the list abstraction as a cover story for some pointer ma-
nipulations needs to be established only once. Moreover, other correct implementations
of the list abstraction can be substituted for the pointer-based one without the need for re-
verifying the list-splicing code.

In short, we show why—with appropriate abstractions—it is not necessary to restrict
the properties that can be proved by a verifying compiler about pointer-based data struc-
tures to simple or ad hoc ones. The paper is organized as follows. Section 2 gives an
overview of the verifying compiler we envision. Section 3 introduces a pointer abstrac-
tion. It gives a specification for a list-splicing operation that takes pointer-like variables
(rather than language-supplied pointers) as parameters, and shows how to verify the im-
plementation. Section 4 explains the list abstraction and discusses reasoning about an



implementation of the Spice operation based on that abstraction. It contains a sample
proof of an obligation using the Coq prover [6]. Section 5 discusses related work and
summarizes the paper.

2 Overview of the Verifying Compiler

We are currently building a verifying compiler with an overall architecture illustrated in
Figure 1. The system takes as its inputs the specification of a component or operation and
an implementation. The input includes the context for verification, such as the mathe-
matical units that contain both the definitions used in the assertions and the theorems nec-
essary to complete proofs of correctness. To facilitate modular verification, the context
should also include specifications (but not implementations) of components that are re-
used in the implementation. For mechanizing the verification process, the system de-
mands that implementations are annotated with suitable assertions, such as abstraction
relations and representation invariants for data representations, and loop invariants and
progress metrics for loops. The system is sound and it checks that programmer-supplied
assertions, such as invariants, hold before employing them in proofs.
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Fig. 1. A portion of the architecture for the verifying compiler

Beyond a sophisticated type checker for mathematical assertions, specifications, and
implementations, the verification system includes a verification condition generator for
establishing the correctness of a given implementation with respect to its specification, an
automated prover that discharges proofs automatically, and a proof assistant that checks
steps of a manually-developed proof. The automated prover will be used to prove the cor-
rectness of (simpler) verification conditions automatically, while the proof assistant is one
in the spirit of Coq that is more suited for proving non-trivial mathematical theorems for
use by the automated prover. Our conjecture here is that given a sufficiently rich collec-
tion of mathematical definitions and theorems, the correctness proofs would require little
more than the basic rules of logic and substitution, possibly with some “hints” provided
by program annotations.

3 Approach for Reasoning about a Pointer-Based Implementation

This section illustrates how the verifying compiler employs its rules for reasoning about
the correctness of a pointer-based implementation of a Splice operation [7]. Informally,
the Splice operation takes as input two pointer variables, p and g, that each begin a dis-
tinct, singly-linked list of locations. The length of q’s list must be less than or equal to the



length of p’s list. The operation modifies the first list so that it is a perfect shuftle of the
locations in the original lists. A shuffled list contains all the elements of both lists with
their original orderings preserved, similar to what happens when you shuffle a deck of
cards. A perfect shuffle interleaves elements from each list. The effect of the procedure
call Splice(p, ) can be seen informally in Figure 2.
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Fig. 2. The effect of the call Splice(p, q) on a system of linked locations

The formal specification of the Splice operation given in this section uses a pointer
component. The verification system assumes that all programming types, variables, and
operations are defined in a component. This applies not only to user-defined types, but
also to types that are considered “built-in” to the language itself, such as booleans, inte-
gers, arrays, and even pointers. The advantage of this is that reasoning about all types is
uniform. In particular, reasoning about pointers involves the same value-based reasoning
system used for other types—no special proof rules or semantics are required. Pointers
and other built-in types, however, may have special syntax and implementations. For ex-
ample, programmers can reason about the pointer assignment of p to g as a call to Relo-
cate(p, q), but the compiler will implement it as a simple machine instruction that over-
writes a memory address.
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Fig. 3. A system of linked locations in which locations contain symbols (Greek letters)
and links that point to other locations. Locations are either free or taken (allocated), and a
special Void location is perpetually free. Position variables (pointers) are denoted by Ro-
man letters.

A formal specification of an interface to capture pointer behavior is discussed in [17],
and a portion of its specification is given in the appendix. Informally, the pointer compo-
nent describes a system of linked locations that contain information and links to other
locations, as illustrated in Figure 3. To capture the behavior of a system of linked loca-
tions, the concept defines and uses three global, conceptual variables (similar to [4][19]):
Contents, Target, and Is_Taken. Contents(q) is the information at location ¢, Target(q) is
the location targeted by q’s link, and Is_Taken(q) is true if and only if q is allocated, and
therefore, taken. Conceptual variables are not programming variables, but they are an



essential part of the program state, which is defined by our semantics as just the abstract
values of the defined programming and conceptual variables at any point in the program.

Definition Var Is_Reachable in(hops: N; p, q: Location): B =
Target"(p) = q and Vk: N, if Target“(p) = q then k > hops;
Definition Var Is_Reachable(p, q: Location): B =3k: N >
Is Reachable in(k, p, q);
Definition Var Distance(p, q: Location): N =
k if Is_Reachable_in(k, p, q) |
{0 otherwise ’
Definition Var Is_Info_Str(p, q: Location; a: Str(Info)): B =
Jn: N 5 Is_Reachable_in(n, p, q) and o =11} _, (Contents(Target* (p))) ;
Operation Splice(preserves p: Position; clears q: Position);
updates Target;
requires ( 3k, ko: N > Is Reachable in(k;, p, Void) and
Is_Reachable_in(ks, q, Void) and k, <k; )
and
( Vr: Location, if (Is_Reachable(p, r) and Is_Reachable(q, r))
then r=Void );
ensures ( Vt: Location, if not Is_Reachable(#p, t) and not
Is Reachable(#q, t)
then Target(t) = #Target(t) ) and
(Va, B, v: Str(Info), if Is_Info_Str(p, Void, o) and
Is_Info Str(#p, Void, B) and
Is_Info_Str(#q, Void, y) then a. <!> (B, 7)
);
Recursive procedure
decreasing Distance(q, Void);
Var r, s: Position;
If (not At Void(q)) then
Relocate(r, p);
Follow_Link(r);
Relocate(s, q);
Follow_Link(s);
Redirect Link(p, q);
Redirect Link(q, r);
Splice(r, s);
Clear(q);
end;
end;

Fig. 4. Pointer-based specification and implementation of the Splice operation.



3.1 Pointer-Based Specification

Figure 4 gives a specification and an implementation for Splice. The specification defines
several mathematical functions used in other parts of the specification.
Is_Reachable_in(n, p, q) is true if and only if location q is reachable from location p in n
hops. If X is a variable at location p, this function is true if and only if X will arrive at loca-
tion q for the first time by following its link exactly n times. The term Targetk(p) in the
definition denotes k applications of the function Target to p. Is_Reachable(p, q) is true iff
q is reachable from p in any number of hops. When the Var keyword follows Definition,
it indicates that the value of the function may vary for the same input values in different
program states. The Distance between p and q is the number of hops it takes to get from p
to g provided that ( is reachable from p; otherwise, the distance is zero.

The Splice operation preserves p and clears (. In other words, p is unchanged and ( is
Void after the operation. The updates clause indicates that Target is the only global vari-
able that may be modified by an invocation of the Splice operation. The verification sys-
tem adheres to an implicit frame property [3] that restricts the effects of an operation in-
vocation to the actual parameters and any globals listed in the updates clause. Since con-
ceptual variables are considered to be part of the state space, they must be included in the
updates clause if an invocation can modify their value.

The requires clause is fulfilled only if the linked lists beginning at p and q are acyclic
and disjoint. The only way that a location can reach Void is if there are no cycles in the
linked structure beginning with that location. Provided that lists are free of cycles, k; and
k, represent the lengths of lists p and g, respectively, and k; must be greater than or equal
to k,. Finally, if any location other than Void is reachable by both p and g, then the lists
are not disjoint.

The ensures clause has two main conjuncts. The first conjunct indicates which portions
of the Target variable do not change. It asserts that the links of locations do not change
for locations that are not part of either input list. We know that the contents and the taken
status of all locations in the system are not affected by this operation because the vari-
ables Contents and Is_Taken are not included in the updates clause. The second main
conjunct in the ensures clause describes how the lists are modified. Essentially it says that
a is the string of Info objects derived from the output list, B and y are the strings of Info
objects derived from the two input lists, and a is a perfect shuffle (or “interleaving”) of
and vy, which we denote by a <!> (B, v). The recursive procedure includes a decreasing
metric that allows the verifier to confirm that the recursive call structure eventually ter-
minates. Note that a #v in the ensures clause always indicates the incoming value of the
variable V.

3.2 Pointer-Based Reasoning

A symbolic reasoning table [9][28] for the Splice procedure is given in Table 1. For each
state, the table shows a path condition, facts, and obligations. The path condition must
hold for the program to enter the specified state, the facts tell us what we know about the
values of the variables in that state, and the obligations tell us what needs to be true be-
fore we can move to the next state.



Table 1. A partial reasoning table for establishing correctness of the Splice procedure

St Path Facts Obligations
cond

0 1o = Void and so = Void and
( E|k1, kz: N >
Is Reachable in(k;, po,
Void) and
Is Reachable in(ky, qo,
Void) and
k) <k; ) and
( Vt: Location, if
Is_Reachable(po, t) and
Is_Reachable(qo, t) thenr=

Void)
If (not At Void(q)) then
1 q();'E r1=r0andsl=soand...
Void
Relocate(r, p);
2 q# n=pyands;=s;and... Is Takenx(r)
Void

Follow_Link(r);
3 q# r; = Targets(r) and s3 = s,

Void and ...

Relocate(s, q);

4 Jo * r4=r3and s; = J4 and ... Is_Taken4(S4)
Void

Follow_Link(s);
5 Qo # rs = r4 and ss = Targets(s4) Is_Takens(ps)
Void and ...
Redirect Link(p, q);
6 Qo # Targets = Targets{ps & q¢} Is Takens(qe)
Void and
Ie=rsand s¢ =ssand ...
Redirect Link(q, 1);
7 Qo # Target; = Targets{q7 @ 17}  presplice[p ~> 17, q ~> 57]
Void and and
r7=r1¢sand s;=sgand ... Distance(s7, Void) <
Distance(qo, Void)

Splice(, s);
8 pOstsplice[#p ~> 17, p ~> 13,

Void #q ~> s7, q ~> sg]
and ...
Clear(q);
9 Jo * 7 =Tg and S7 =S¢ and

Void p7=ps and q; = Void and



end; -

10a qo= rs =19 and sg = sp and ( Vt: Location, if
Void ps = po and gs = qo and not Is_Reachable(p, t)
Targets = Target, and and
Contentsg = Contentsp and ~ not Is_Reachable(q, t)
Is Takeng =1Is_Takeny then
Target(t) = #Target(t) )
and

( Va, B, v: Str(Info), if
Is Info Str(ps, Void, o)

and
Is Info Str(po, Void, B)
and
Is Info_Str(qo, Void, y)
then
as<!>(B,7))

10b qo# rs=r7and sg=s;and ... -- same as 10a --

Void

For example, the only way the program can reach state 5 is if g does not have a value
of Void in state 0, so the path condition for state 5 is “qo # Void”. State 5 occurs just after
the call Follow_Link(s). The postcondition of Follow_Link (see Figure A-1) indicates that
the value of s in state 5 will be equal to the value of the Target function applied to the
value of s in state 4, or “ss = Targets(s4)”. Since Follow_Link(s) only has s as a parameter
and the declaration of Follow_Link does not list any globals in its updates clause, we
know that no other variables have been modified, so that rs = r4 and ps = p4, and so on.
The statement just after state 5 is Redirect_Link(p, ). The requires clause for this opera-
tion indicates that p must be at a taken location before the client can call it. Therefore, we
have an obligation to show that “Is Taken(ps)” before we can move to the next state.

In general, obligations come from preconditions of called operations and facts come
from postconditions of called operations. An important exception to this are the facts in
state 0, which come from the precondition of the Splice operation itself, and the obliga-
tions in the last state (10a and 10b), which come from the postcondition of the Splice op-
eration. State 7 includes an obligation that “Distance(s;, Void) < Distance(qo, Void)”,
which comes from the decreasing clause of the Splice procedure, and allows us to prove
that the recursion terminates. The two final states in this table correspond to the two ways
that the program could have reached this state: either by going through the then block of
the if statement (qo # Void) or by skipping it altogether (qo = Void).

We abbreviated a few items to make the table to fit on one page. For example, we nor-
mally list all current variables in the facts column, even if they are unchanged. In this
table, we use ellipses to indicate that unlisted variables have not changed. The obligation
in state 7 comes from the precondition of the Splice operation. We abbreviated this by
writing “presplice[p ~> 17, q ~> s7]”, meaning the precondition of Splice where p is re-
placed by r7 and q is replaced by S;. We do something similar in state 8 with the postcon-
dition of Splice. Finally, we use the notation “Targets{ps @ q¢}” to mean that the vari-
able Target is unchanged except that location pe maps to Q.



The symbolic reasoning table shown here can be generated automatically by the verifi-
cation system. To prove that the implementation of Splice is correct with respect to its
specification, one must discharge all of the obligations in the table. We give an example
of proving obligations in the next section.

4 Abstracting Pointer-Based Data Structures

Though the pointer-based implementation of the Splice operation is necessarily intricate,
reasoning about its correctness does not involve any special axioms, proof rules, or se-
mantics for pointers. Every part of the specification and reasoning adheres to a simple
value-based semantics in which (a) the state space is described exactly by the currently
defined variables—programming or conceptual—and their values, and (b) the portion of
the state space affected by an operation invocation is restricted to its actual parameters
and the globals listed in its updates clause. The conceptual variables add complexity to
the specification and reasoning, but this complexity is a necessary part of the pointer
component, and reasoning about them is no different than reasoning about global pro-
gramming variables.

Despite the uniformity in specification and reasoning for pointers, there is an aspect of
the pointer-based Splice operation that is unnecessarily complex, namely, the fact that it
is implemented using pointers in the first place. The Splice operation as specified above
is essentially an operation on singly-linked lists. We can therefore simplify the reasoning
about the Splice operation by making it an operation on list objects rather than pointer
objects.

Unfortunately, it is not sufficient to hide the standard pointer-based implementation of
a list using an interface to achieve “pointer-free” reasoning. For example, a Java list class
hides its implementation, but programmers cannot avoid reasoning about pointers (in
Java’s case, references) because variables denote references rather than values and both
insertions and deletions involve references of objects. Therefore, to capture the Java List
component behavior properly, it is necessary to model a List (and an Object) as a mathe-
matical location and define a global, conceptual “heap” variable that is potentially up-
dated in every operation (see [16]). The result is specification and reasoning of complex-
ity not unlike Fig. 3, compromising the very abstraction we were trying to achieve. Mod-
eling and language support for avoiding references and aliasing are discussed in [8][16].



Operation Splice(updates P: List; clears Q: List);
requires |Q.Prec| = 0 and [P.Rem| > |Q.Remy;
ensures Joau: Str(Entry) > a <!> (#P.Rem,

#Q.Rem) and

P.Prec = #P.Prec ga and |[P.Rem| = 0;

Recursive procedure Splice(updates P: List;

clears Q: List);
decreasing |Q.Rem|;
Var E: Entry;

If (Rem_Length(Q) /= 0) then
Advance(P);
Remove(E, Q);
Insert(E, P);
Advance(P);
Splice(P, Q);

end;

end;

Fig. 5. List-based specification and implementation of the Splice operation

4.1 List-Based Specification and Reasoning

Figure 5 shows a list-based Splice operation and its implementation. Here, we use the
conceptualization of lists given in the appendix (and explained in [28]), where a List is
modeled as an ordered pair: a preceding and a remaining string of entries. The front of
the remaining string serves as the imaginary list insertion point. Using this modeling, the
specification states that on a call to Splice(P, Q) with List P = (a, bXX, y, z) and List Q =
(X{a., B), the result will be P =(a, b, X, a., y, B, z)() and Q = {){).



Table 2. A complete reasoning table for list-based Splice procedure

St  Path cond Facts Obligations
0 Entry.is_initial(Eo) and
|Qo.Prec| =0 and
[Po.Rem| > |Qo.Rem|
If (Rem_Length(Q) /= 0) then
1 |Q0Rem| E; =E, and |P1Rem| >0
#0 Py=Poand Q;=Qo
Advance(P);
2 |Q0Rem| E,=E; and Q:=Q and |Q2Rem| >0
#0 P>.Prec g P>.Rem =
P,.Prec o P;.Rem and
|P,.Prec| = |P;.Prec| + 1
Remove(E, Q);
3 |Qo.Rem| P;=P;and
#0 Qs.Prec = Q,.Prec and
Q2.Rem = (E3) 0 Qs.Rem
Insert(E, P);
4  |Qo.Rem| P4.Prec=P;.Prec and |Ps.Rem| >0
#0 P4+.Rem = (E;) g P;s.Rem
and
Q4 = Q3 and Es=7??
Advance(P);
5 |QoRem| Es=Ejand Qs=Qsand |Qs.Prec|=0and
#0 Ps.Prec g Ps.Rem = |Ps.Rem| > |Qs.Rem| and

P4.Prec g Ps.Rem and
|Ps.Prec| = |Ps.Prec| + 1

|Qs.Rem| < |Qq.Rem|

Splice(P, Q);

Es = Es and
|Q¢.Prec| = 0 and
|Q¢.Rem| =0 and

Jau: Str(Entry) >

a <!> (Ps.Rem, Qs.Rem)
and

P¢.Prec = Ps.Prec g a and
|[Ps.Rem| =0

6  |Qo.Rem|
#0

end;

7a  |Qp.Rem|
=0

7b  |Qo.Rem|
#0

E;=E, and
P;=Poand Q;=Q

E,=E¢ and
P;=Ps and Q7 = Qs

|Q7.Prec| = 0 and
|Q7.Rem| =0 and

Jau: Str(Entry) >

o <!> (Pg.Rem, Qp.Rem)
and

P;.Prec = Py.Prec ga
and |P7.Rem| =0

-- same as 7a --




The decreasing clause allows the verifier to establish termination by proving that the
list decreases in length with each recursive call. The symbolic reasoning table for the list-
based Splice implementation is given in Table 2. It is much simpler than the symbolic
reasoning table in Table 2, and therefore we do not abbreviate here.

4.2 Proof of Correctness

For illustration, we present here a mechanical, step-by-step walk through of the proof of
the obligation in state 1 using the Coq proof assistant. It is also possible to do the proof
using other provers, such as PVS [24] with which we have experimented or ACL2 [12]
which we are exploring. The obligation we consider is somewhat non-trivial because we
need to establish that it is appropriate to advance list P, though the if condition only guar-
antees that Q can be advanced. The obligation is converted into the theorem below to be
established by Coq prover. In specifying the theorem, to be consistent with the notations
used in this paper, we have enhanced Coq with a minimal string library to define the type
string. Given this, we now have to prove the following theorem.

Coq < Theorem splice_obligation_1:
forall Q0 PO P1 : string Entry * string Entry,
|]PO Rem] >= ]QO Rem] -> ]QO Rem] <> 0 -> P1 = PO ->
|[P1 Rem] > O.

Shown below are proof steps for completing a formal proof using Coq.

splice_obligation_1 < iIntros.

splice_obligation_1 < replace P1 with PO.
splice_obligation_1 < apply (neq_O_ge gt (]JQO0 Rem])(]PO
Rem])).-

splice_obligation_1 < assumption.

splice_obligation_1 < assumption.

splice_obligation_1 < Qed.

In the proof, the first instruction “intros” essentially makes “] P1 Rem | > 0” the
goal to be deduced from a sequence of hypotheses through repeated application of the
deduction theorem. Following the replacement, we apply a locally-defined theorem, the
proof of which has been omitted.

Coq < Theorem neq_O_ge gt : forall n m : nat,
n<>0->m>n->m>0.

Application of the theorem leads to subgoals and these are among the hypotheses as-
sumed by Coq immediately after intros. The two subsequent assumption instructions
allow Coq to use the hypotheses and complete the proof.

Now consider the obligation in state 7. The formal proof is more intricate, so we
merely give a proof sketch here for the case when |Qo.Rem| # 0. All variables in state 7
are unchanged from state 6, so conjuncts |Q7.Prec| = 0, |Q;.Rem| = 0, and |P7.Rem| = 0 all



follow directly from the facts in state 6. Therefore, it suffices to show that P;.Prec =
Py.Prec 0 a; where a7 <!> (Po.Rem, Qp.Rem). To facilitate this, let Po.Rem = (X) 0 ¢ and
Qo.Rem = (y) a1, where X and y are entries and ¢ and t are strings of entries. We know
this is possible since |Pg.Rem| > |Qo.Rem| > 0. Thus, it suffices to show that

P7.Prec = Py.Prec 0 ai; where o7 <!> ((X) 0o, (y) 01)

From state 6, we know P¢.Prec = Ps.Prec 0 o where ag <!> (Ps.Rem, Qs.Rem). With a bit
of effort we can show that Ps.Prec = Py.Prec 0 (X) o (y), Ps.Rem = o, and Qs.Rem = 1.
Once we do, the assertion from state 6 becomes Pg.Prec = Py.Prec a (x) a{y) a os where
a¢ <!> (o, 1). Substituting the value of P¢.Prec for P;.Prec in the equation above and
eliminating the string Py.Prec from both sides yields

(X) a(y) aas=aywhere as <!> (o, 1) and a; <!> ((X) 0 5, {y) 0 1)

This can be proven as a theorem in the math unit describing string theory, but one can see
that this statement is true based on our informal explanation of perfect shuffle.

5 Discussion

The Splice example is taken from a recent paper on shape analysis by Hackett and
Rugina [7] in which they use a region-based shape analysis algorithm to show that the C
code for Splice does not introduce cycles into lists. We use the pointer component to for-
malize this lightweight property in [17] and discuss the differences between lightweight
and heavyweight specifications for the operation in the context of a loop-based imple-
mentation. Other tools can prove selected properties involving pointers and references.
The ESC/Java tool [20] is used to statically detect heap-related errors in Java. The Alloy
approach [30] examines heap-based properties in an effort to discover faulty implementa-
tions of linked data structures.

Practitioners and researchers have successfully encapsulated certain aspects of pointer
behavior in generic C++ classes. Safe pointers [21] and checked pointers [25] focus on
eliminating errors that arise from the complexities of manual memory management. In
contrast, the focus of the pointer component used here is on uniformity in specification
and reasoning, particularly in the context of a verifying compiler based on value-
semantics. Suitable abstractions like the list component allow programmers to avoid rea-
soning about complex memory management issues just as it allows them to avoid reason-
ing about indirection. The inclusion of operations that allow manual memory manage-
ment in the pointer component used here facilitate our research into incorporating per-
formance reasoning into the verification system [14][27].

Many object-oriented languages avoid most memory errors by using automatic garbage
collection. However, in many cases these languages have exacerbated the reasoning prob-
lem caused by aliasing [11], which can break encapsulation and thwart modular reasoning
[5]. As illustrated here, models that capture pointer behavior complicate formal specifica-
tion and verification [31]. Therefore, various proposals have been introduced to control
object aliasing [S][11][22]. Reasoning about programs that incorporate these techniques is
typically done in the context of object-oriented logics that use a global heap abstraction
[1][23], even when specification languages supply more sophisticated abstractions
[2][18]. The LOOP compiler for Java/JML [29] translates programming code and specifi-



cations into a heap-based logic before discharging proof obligations. In our value-based
approach, formal reasoning occurs at the same level of abstraction provided by the speci-
fication. Maintaining sophisticated abstractions throughout the verification process helps
automatic provers and human understanding alike.

A complete formal specification of the pointer component described here can be found
in [15], and a detailed discussion of the list component can be found in [28]. Future re-
search includes exploring how to develop lightweight and heavyweight performance
specifications [14][27] for the pointer component and linked data structures, and reason
about these specifications in the context of a verifying compiler.
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Appendix

Concept Location_Linking Template (type Info);
Defines Location: Set;
Defines Void: Location;
Var Target: Location — Location;
Var Contents: Location — Info;
Var Is_Taken: Location — B;

Initialization ensures Vq: Location, —Is Taken(q);
Constraints —Is Taken(Void) and (Vq: Location,
if —Is Taken(q) then Info.ls_Initial(Contents(q)) and
Target(q) = Void) and ...
Type Family Position is modeled by Location;
exemplar p;
Initialization ensures p = Void,

Operation Take New Location(updates p: Position);
Operation Abandon_Location(clears p: Position);

Operation Relocate(updates p: Position; preserves q: Position);
ensures p =q;

Operation Follow Link(updates p: Position);
requires Is Taken(p);
ensures p = Target(#p, 1);

Operation Redirect Link(preserves p: Position; preserves q:
Position);
updates Target;
requires Is_Taken(p);
q ifr=p

ensures Vr: Location, Target(r) = .
# Target(r) otherwise

b

Operation At Void(preserves p: Position): Boolean;

end Location Linking Template;




Fig. A-1. A portion of a specification for a generic pointer component. It defines a set
Location that includes a distinguished Void element, and it declares three global, concep-
tual variables that contribute to the state space of the program. This is a simplification of
a more generalized component that is also parameterized by the number of outgoing links
from each location. The updates parameter mode indicates that the operation modifies
this argument; the clears mode ensures that the argument will return from the procedure
with an initial value of its type; and the preserves mode prohibits any changes to the ar-
gument’s value. All operations and their specifications are given in [15]. The specifica-
tion language used is RESOLVE [26][28].

Concept List Template (type Entry);

Type Family List is modeled by ( Prec: Str(Entry) x Rem:
Str(Entry) );
exemplar S;
Initialization ensures |S.Prec| = 0 and |S.Rem| = 0;

Operation Insert(alters E: Entry; updates S: List);
ensures S.Prec = #S.Prec and S.Rem = (#E) g #S.Rem;

Operation Remove(replaces R: Entry; updates L: List);
requires |S.Rem| > 0;
ensures S.Prec = #S.Prec and #S.Rem = (R) o S.Rem;
Operation Advance(updates S: List);
requires |S.Rem| > 0;
ensures S.Prec g S.Rem = #S.Prec g #S.Rem and
|S.Prec| = |S.Prec| + 1;

Operation Reset(updates S: List);
ensures [S.Prec| = 0 and S.Rem = #S.Prec o #S.Rem,;

-- other list operations ...

end List Template;

Fig. A-2. A portion of a specification for a list component that models the list as two
mathematical strings. A more complete list specification and a discussion of how to rea-
son with it is given in [28].



