Refocusing the Verifying Compiler Grand Challenge

Joan Krone, William F. Ogden, Murali Sitaraman, and Bruce W. Weide

Technical Report RSRG-08-01
School of Computing
100 McAdams
Clemson University
Clemson, SC 29634-0974 USA

May 2008

Copyright © 2008 by the authors. All rights reserved.



Refocusing the Verifying Compiler Grand Challenge

Joan Kron& William F. Ogdef Murali Sitaramaf) Bruce W. Weide

1 Denison University, Granville, OH 43023, USA
krone@denison.edu
2 The Ohio State University, Columbus, OH 43210, USA
{ogden, weide}@cse.ohio-state.edu
3 Clemson University, Clemson, SC 29634, USA
murali@cs.clemson.edu

Abstract. The ideal goal of this grand challenge should lagwre in which no
production software is considered properly engiegeamless it has been fully
specified and fully verified as satisfying its sifieations. The verifying
compiler then becomes the essential central artifacessary to achieve this
outcome, and its characteristics are determinethéyverall goal. From this
perspective, the nature of programming languagas ahverifying compiler
could process becomes an immediate issue, and eserir several critical
features that such a programming language museg®ssSpecifically, it must
include specifications as an integral constitueamd it must have clean
semantics, which preclude unexpected side-effecttigsing, etc. It must
include mechanisms for writing reusable componeh& are amenable to
verification, and consequently, it must include apen-ended mechanism for
adding arbitrarily sophisticated mathematical tiesom order to specify large
software components concisely. Because the cupragramming languages
lack these essential characteristics, the verifgiogpiler grand challenge will
not be met unless it redirects its focus to incltiieedevelopment of a suitable
programming language within which full verificatiampossible.
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1 Introduction

In order to achieve maturity as a field, softwargireering must move from its
current cut-and-try approach to a rigorous mathialft based system for
engineering software. The essential features @i susystem must clearly include a
programming language in which sophisticated, cleaftware can be written, and a
specification system in which concise, precisentitas for the behavior of software
can be expressed.

To insure the soundness of the overall softwargication system proposed in the
grand challenge [1], the specification mechanism #re programming mechanism
must be fully coordinated in every detail, and alibe only way to guarantee this is
to integrate them into an assertive programmingdage. The correctness objectives
for the verification system and for the compilendhen be unified via a shared



semantics for the language, and the all too compnoblem of incorrect behavior by
“verified” software can be avoided. The need fopragramming language within
which specifications are an integral feature is fitet of numerous indications that
current programming languages are not adequatadeting the grand challenge.

Another common problem occurs when verificatiomti@mpted in programming
languages that lack clean semantics. By cleans@seawe mean that all operations
constructible in the language can only affect thpas to which they appear to have
access. Typical cleanliness flaws arise from dbj@@sing, passing repeated
arguments to operations, etc. The problem is fh&tively “verified” constituents
may not behave correctly when employed in a lasgstem.

For a programming language to have clean semattiieduilt-in data types must
be clean, and the composition mechanisms must peeskeanliness. Constructing
such a language by merely restricting oneself gulslanguage of a language that
didn’'t have clean semantics as a primary desigh wdhessentially guarantee the
creation of an unsatisfactory product because #wmilting language will be
impractically weak. A new language is required.

A major source of problems confronting verificatimscale. Viewed from the
specificational perspective, one such problem & tfescriptions of the intended
effects of programs would seem to have to grow mbugn proportion to the size of
the code. Given the limitation of human cognittegpacity, this is a very serious
concern.

The solution to the coding side of this scalinggbea is to provide modularization
mechanisms that support a divide and conquer agproega componentization of
software, with programming taking place using pesgively more powerful
components. An analogous approach is requirechenspecificational side, with
descriptions of more powerful components being fdated in terms of more
sophisticated theories. The net effect is thatoider to support the growth of
software driven by the rapidly increasing power hafrdware, the collection of
mathematical theories used in specifying softwarestntemain open ended. An
immediate corollary is that machinery for develgpmathematical theories must be a
third constituent of the language for programming apecifying software; it just is
not possible to know priori which theories will ultimately be needed.

Even with well-conceived program verification maudy, the cost of evolving
poorly structured software into correct softwareasind to remain prohibitively high.
One of the primary strategies used by more matugineering disciplines for
achieving sound products at reasonable cost igljoupon a comparatively small
collection of highly reusable components, and thist surely be an approach that's
strongly supported by a language for software ieation.

There are several key features that the machirrergged for supporting reusable
components must have. Certainly it must exhib@& thean semantics mentioned
above, since modular understanding is always d@atdntreuse. Second, it must
provide the potential for a high degree of gengricsince keeping catalogues of
reusable components of an intellectually managesibéeis important. Third, it must
provide an interfacing mechanism for presenting aobgect types and operations
together with their abstract specifications, simefrmation hiding is critical to
keeping the specifications of higher-level codesiagple as possible. Fourth, it must
support the development of alternative implemeatetiof an abstract interface, since



different implementations of the same functionadirg necessary to meet different
performance goals, and if a component interfaces dabieve the desired degree of
reusability, then it must be possible in a largeteay to deploy it in numerous places
where varying performance requirements hold.

Reusable components are the setting in which tleeifsgational simplification
derived from changing to more sophisticated matliealaheories frequently occurs.
So part of the machinery in a component implem@matmust provide the
specification of a correspondence relation thapery matches the behavior of the
entities at the implementation level with functittygprescribed for the more abstract
entities presented by the component’s externatfate. Performance specification
and verification capability is also essential fosatisfactory software verification
system, and accordingly, component implementati@chimery must provide for
translating this information up to the externaénféce.

2 Language Support for Specifications

If systems that don't share a common design arebowd to write and verify
software, the slightest of inconsistencies in th&mantics could easily vitiate
apparent correctness results. Consequently, wé oee language that treats the
development of software systems as an integratemlewhin particular, software’s
specifications should be viewed as an essentiflop#tie software, and not as an add-
on sideshow that might or might not describe thealcode.

For verification purposes, all operations need astit slots where software
engineers can express the pre and post conditiahsléscribe the situations in which
an operation can be invoked and the outcomes th&tdesigned to produce. These
specificational constructs can produce effectslinmg two special semantic states: a
vacuously correct state, VC, and a manifestly wretege, MW. If, for example,
some code attempts to invoke an operation in a #tat doesn’t meet the operation’s
precondition, then the resulting state is MW. $anly if the code for an operation
doesn’t meet its post condition, then the outcomealso MW. The VC state is
introduced when the code for an operation is sldrte state that doesn’t meet its pre
condition. A program is semantically correct oiflynder no circumstances can it
produce the MW state. In such an integrated ajgprdae potential for a verification
system to be unsound is vastly reduced.

A compiler is only going to be capable of verifyittie correctness of assertive
code if that code includes sufficient hints in fbem of justificational specifications,
which are provided by the software engineer, to enakermediate deductions
“obvious.” Besides pre and post conditions forratiens, the language will need to
support invariants for its looping constructs, inaats and abstraction relations for its
component modularizing mechanism, etc. To acctamiricky code, constructs for
adding specificational claims as supplemental hiitisbe necessary. The semantics
of such specificational constructs can also berdest easily using the VC and MW
states.

Other specificational constructs will be requiredatcount for the ordinal valued
progress metrics required to ensure the terminatidmops and recursive procedures.



Similarly, no verification system would be consig@radequate in the long run if it
didn’t account for performance. So there mustlbts $or integer valued expressions
used to specify the memory displacements requisedtjects and transitorily by

operations. The slots that account for the domatiof operations, loops, etc. will
hold real-number-valued expressions, so it's cthat the verification system must
deal with a variety of number systems before itnebegins to work with anything

introduced to specify particular components.

3 Clean Semantics

Correct reasoning about software, both formal afatinal, is critically dependent on
“separation of concerns.” If a piece of code appea be working on only a small
portion of the overall state space, then any efficiverification system must be safe
in restricting its attention exclusively to the etsl effect on that subspace.
Languages that restrict the effects of each progragn construct to just the objects
that are syntactically targeted by the construetsaid to have clean semantics [2], so
a language with clean semantics is an importantimement if verification is to
succeed.

Languages that rely upon reference copying, peoniitof-range referencing, etc.
lack clean semantics, and any sound system foom@ags about them is going to be
impossibly complex. So if well-engineered softwaréo be verified software, legacy
software is best viewed as being merely prototyfevare.

A language suitable for verification must be desijyrto encapsulate pointers
within components that are carefully engineeregrisent clean, efficient interfaces
to programmers. It must also have an efficient teagass parameters to procedures
such that repeated arguments don’t introduce atiasi

4 The Mathematical Theory Constituent

In the thirty or so years since the De Millo, Lipt@nd Perlis critique of the prospects
for program verification [3], our understandinganftomated proof systems has made
modest progress, our computers’ speed has madéindgaprogress, and the social
“proof’ process for verifying the correctness ofngeal mathematics has changed
hardly at all. Consequently, results found in tmathematical literature still
somewhat resemble software in that the parts et been heavily used are pretty
much correct, while both the rarely used and nealelyeloped parts are more suspect.

There’s no particular reason to believe that thestnappropriate theories for
specifying the full compass of software applicasiovill inevitably lie within the well
worked parts of mathematics, so the reliabilitytteé general software verification
process becomes quite suspect unless it restéirones foundation than citations into
the mathematical literature. In short, the math@saised in software specification
and verification needs to be industrial strengtherathan craftsman formulated. A
system for developing, checking, and cataloguingthemaatical theories then
becomes an essential component of a software cagridn system.



Brief reflection reveals that the notations andutssdeveloped in mathematical
theories are not independent of program specifinator of the verification process.
In fact, it's essential that the specifications ahd mathematical theories share a
common semantics, and that makes the mathematieati¢s and the syntactic
constructs used in their formulation a part of ldmguage used for programming and
specification.

Several ideas from software engineering are algoroppiate for structuring
mathematical theories. The first is separationasfcerns. A client using a theory to
formulate specifications only needs a summary écigrof the definitions and results
for that theory, but not anything about proofstfa results, so the précis should be in
a separate syntactic unit from the proofs. Thianalogous to separating interfaces
and implementations in the programming constitwénhe language in that a client
of an interface in both cases only needs to knawttie supporting unit exists but can
safely ignore the messy details left to anothecisfist.

A second such idea is reuse. Well-considered aglddsveloped mathematical
theories are appropriate for a variety of spedifices, and the cost of their
formulation and proof can be amortized over alktheses.

The form and degree of development of librariestlogories is a primary
determiner of whether the fully automatic verificat of particular software can
succeed. Results provided by the theories are fwrdved off-line by mathematically
proficient specialists, so they can be arbitradif§icult. A verifying compiler itself,
being completely mechanical, is never going to ble & prove anything but easy
stuff. So it's up to the theory developers andsbftware specifiers to leave only a
narrow gap between the strong results in the thedeyelopment and the
specifications and specificational hints in thetwafe. Given this objective, these
theory developments may contain some results thataabit too obvious for a
traditional mathematical development, but are asemttgal aid for a verifying
compiler.

Making the verification of production software rimg depends on a taxonomic
thesis about how software engineers create softthatehey “know” is correct. The
thesis is that most of such code is straightforveard it's plain to see that it is correct.
The remaining not-so-obvious parts are separabfa the rest, and certainty of the
correctness of each such part is developed threuglrious individual process of
abstract reasoning. If this thesis is correctpthesoftware verification system can
achieve its objectives using two qualitatively eifint subsystems. The first
addresses the not-so-obvious and is the generélematics subsystem that handles
theory and proof modules. The second is a codé#igasion checker that examines
the specifications embedded in code to determinethen they are “obviously”
correct, given the specifications and annotationthe code and the definitions and
theorems developed in the supporting theories.

A language for developing verifiable software mostsimultaneously cognizant of
the limits of mechanization and of the needs ofjleaye users. For example, both
because mathematicians generally will be neededetelop the non-trivial proofs
upon which some software relies and because wadity educated software
engineers will be required to read and write speatibns, it is essential that the
software verification system present theories amcifications in standard
mathematical notation.



5 Reusable Component Support

Reusable components would seem to be inextricatnynected to verification. If
components are to be deployed across a large lhasstalled software, then it is
essential that they be correct, since the cossasmnt associated with any residual
errors contains a huge multiplier. By the sameemgkwhen highly reusable
components are fully specified and verified, thetaan be amortized over a large
base of usage.

Yet nurturing this symbiotic relationship does agipear to have been a serious
concern. Notions such as reuse via inheritancevatespread, when most uses of
inheritance clearly exhibit terrible coupling protes and thoroughly undermine
modular verification.

The component interfacing machinery supporting fieation must cleanly
decouple the implementations of components fronr theployments. This involves
interfacing mechanisms for clearly identifying alie entities, both fixed and
parametric, that are employed by a component, tbpepties the parameters must
possess, and the properties of the objects anctapes provided by the component
that can be relied upon in all deployments.

Because maximal generality is essential, the comptonparameterization
mechanism must be designed to support full sitnatiflexibility. For example, a
parameterization mechanism that allows the passihgbject types and their
operations only as whole components forces stampliog in situations when only a
few of the operations are needed, and this cleadlyicts the number of situations in
which such components could be employed. A reuppastive mechanism would
allow fine grained parameter passing for components

The principal goal of the decoupling provided bymgmnent interfacing
machinery is information hiding, and the abstrgetc#fications provided for exported
objects and operations provide the cover storiekinde which myriad sordid
implementation details can be hidden [4]. Thedsstiact” specifications become the
concrete specifications when a component is usednstruct higher level software,
so keeping them as simple as possible is esséitiz verification of such higher
level software is to remain tractable.

Two properties of a verification system are theskieyallowing software engineers
to achieve such simplicity in their component speaiions. The first is that the
system have clean semantics, for the reasons petyidiscussed. The second is for
the system to provide semantics that @ob. By this we mean that if a software
engineer can come up with any mathematical systeierins of which he can provide
a complete, accurate explanation of the behaviaradmponent, then the verification
system should fully support his use of that math@absystem in his specification of
the component. The idea is that a verificatiortesysthat has rich semantics can’t
preclude the development of component specificattbat are the simplest possible.
For example, forcing a programmer/specifier to egprevery component description
in terms of a single theory, such as set theorylavéead to possibly accurate, but
unreadablely complicated specifications.

We conjecture that there is no practical way tdimggish the mathematical
theories that might ever be useful across the expanding sphere of software
applications, and consequently that the compassthef mathematical theory



constituent of a software verification system wobédcoextensive with the domain of
general mathematical theories. An interesting ltaomo is that, semantically, a
verification system would have to support prograngnin arbitrary mathematical
domains because, when any component is deployedcdtte that uses it will be
verified against a semantics based upon that coemp@nmathematical model.

The use of different mathematical theories makpsssible to provide nicer cover
stories for implementations using specificationselsbon uglier theories. This means
that, when the system is verifying implementatiatis, going to need programmer
supplied specifications for correspondence relatioetween the two theories so that
pre and post conditions written in the cover sthigories make sense in terms of the
theories employed at the implementation code le¥ethe mathematics in the cover
stories really is simpler, then the extra verificadl complexity introduced here will
be recompensed many times over — especially itdhgonent is highly reusable.

Another major benefit of information hiding is thatllows software designers to
develop alternative implementations that all matehabstract cover story presented
by a single component interface but that diffestructural details and performance
characteristics. If a verification system suppgitsy compatible interchange in such
situations, it can achieve significant savings bieeathe functional reasoning about
any deployment of the component depended entirelythe specifications in the
component’s interface and not at all on detailarinimplementation. Of course the
details of an implementation do dictate what cqroeslence relation is needed to
make them match with the cover story, so each imefgation module is going to
need its own correspondence specification.

There's also an advantage to offering strong supfmr developing broadly
unifying component interfaces that bring togethermaltitude of alternative
implementations, which now clutter “component” &hbes with similar but not quite
compatible entries, into a relatively few standamnd highly reusable components that
are much easier for programmers to understand amglog. The payoff for
verification from the increased use of componestshivious.

Efficiency is also a critical consideration for iiable software in general and for
reusable components in particular. As noted, ttegramming constituent of a
verification system should not be so bereft of thinilcapabilities that it prevents
software engineers from developing software thatssentially as efficient as that
developed in current programming languages.

When it comes to components, there’s a concernsfestificational deficiencies
prevent software engineers charged with implemientatrom achieving full
efficiency. For example, with many sorts of comgis there’s an operation to
return from a colletion object an item meeting aertcriteria.  From a client
perspective, the collection may well hold sevetiethis all meeting his criteria and it's
a matter of complete indifference which is returned the natural input/output
specification is relational. If the verificationystem only handles functional
specifications, then the operation’s post conditigih have to be made unnecessarily
exacting (which may even involve complicating thedel of the collection). The
result would be over specification and the exclisid potential implementations
having better performance in either time or spacdearly, a verification system
needs to support relational specifications.



In component based software, as we've noted, ‘attStrspecifications for a
component become concrete specifications wherectiaponent is deployed, and
when component specifications are relational, theans that the semantics of the
programming component of a verification system nhestome relational. Because
traditional denotational semantics assume thaséeantics will be functional (i. e.,
for an input state, produce a single output stéte), semantics of a verification
system must be established on a new basis. Thisitis doable, but it does involve
moving the fixed point result from the classicahi@ouous function based argument
to one involving taking limits over ordinals.

6 Conclusions

If the verifying compiler grand challenge is goitigbe met, then these are some key
characteristics of any programming language that dbmpiler can target. They
plainly don’t match the characteristics of currtariguages. Recognizing this means
that no more energy needs to be wasted tryingpe @ath some of the pathologically
byzantine features of these languages, and thatfettered, de facto language
redesign activity that is language subsetting @atiandoned in favor of a thorough,
verification-driven language redesign.

In effect, language development constitutes thé biilthe project because, as
we've noted, the overarching soundness requiremmeins that the language must
include mechanisms for both code specification mathematical development of the
theories used in these specifications.

A verifying compiler then must process all theseglzage constituents, so that it
effectively includes components that perform tlaglitional syntax checking and code
generation augmented by those that check the saautie mathematical theories and
that check the correctness of claims made in thegrpm specifications. As
mentioned, the language must be cleanly modulathab separate compilation of
supporting theory units, software components, e@n be standard operating
procedure. A more subtle point is that the vemifitn system must maintain
complete control of previously compiled modulethi integrity of verifications is to
be maintained.

Succeeding with the verifying compiler project Isifon't mean that all the
software the compiler processes is absolutely colvecause that software may not
have been properly specified to meet the objectiveéke real world system in which
it is to be embedded. The analysis of requiremamtsthe specification of real world
systems with embedded software will almost ceryaieljuire even more complex
techniques than those for specifying and verifyiiogrectness within the relatively
pristine world of imperative programming. Howevegmplete specification and
verification of software would imply a clear segam of concerns. Questions about
the correctness of systems in which software iseeltdbd could be fully addressed by
looking only at the specifications for that softeawith absolutely no consideration
of coding details, and questions about the coresstrof software could be fully
addressed with absolutely no consideration of tysesns into which it is to be
embedded.



Developing a verifying compiler would certainly repent a major advance for our
field, but the challenge will only be met when ttealities of what's involved are
squarely faced.
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